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(57) ABSTRACT 

A technique for combining operations of a Wireless access 
point With a remote probe. An access point links a Wireless 
client to a Wireless sWitch. A remote probe captures Wireless 
packets, appends radio information, and forwards packets to 
a remote observer for analysis. In an embodiment, the 
observer may provide a protocol-level debug. A system 
according to the technique can, for example, accomplish 
concurrent in-depth packet analysis of one or more inter 
faces on a Wireless sWitch. The system can also, for example, 
augment embedded security functions by forwarding 
selected packets to a remote Intrusion Detection System 
(IDS). In an embodiment, ?lters on the probes may reduce 
overhead. 
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SYSTEM AND METHOD FOR REMOTE 
MONITORING IN A WIRELESS NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/727,025 ?led on Oct. 13, 2005, 
which is incorporated by reference. 

BACKGROUND 

[0002] In order to debug client issues in a wireless net 
work, there’s a general need for packet snif?ng. For wired 
clients, this is handled by port mirroring or using hubs. 

[0003] Wireless clients typically use snilfers near an 
access point to capture sessions, but this is inconvenient, 
inaccurate, and may be unavailable if data is encrypted. For 
example, there is typically guesswork when matching 
probes and access points, and capturing encrypted packets in 
the clear is difficult or impossible using standard prior art 
techniques. A snilfer is typically needed at each access point. 
Embedded analysis for intrusion detection is limited because 
the switch is busy forwarding packets. 

[0004] Raw 802.11 packet capture is not suf?cient for 
wireless debug. It’s also useful to see information from the 
radio including channel, signal strength, etc. The Prism 
header adds this info for a local wireless interface. TaZmen 
Sniffer Protocol (TZSP) adds this info to 802.11 packets 
from a remote probe. TZSP is typically used for remote 
monitoring devices used for intrusion detection. 

[0005] A remote probe with TZSP will capture all info 
required for network debug, but it’s not practical to deploy 
a probe next to each access point when debugging a roaming 
client. Also, the RF environment of two adjacent devices is 
not identical. 

[0006] Packet protocol decode of 802.11 packets includ 
ing TZSP is widely available. Ethereal® and Wildpackets 
Airopeek® are popular solutions. 

[0007] The foregoing examples of the related art and 
limitations related therewith are intended to be illustrative 
and not exclusive. Other limitations of the related art will 
become apparent to those of skill in the art upon a reading 
of the speci?cation and a study of the drawings. 

SUMMARY 

[0008] The following embodiments and aspects thereof 
are described and illustrated in conjunction with systems, 
tools, and methods that are meant to be exemplary and 
illustrative, not limiting in scope. In various embodiments, 
one or more of the above-described problems have been 
reduced or eliminated, while other embodiments are directed 
to other improvements. 

[0009] A technique for packet snif?ng involves remote 
monitoring, which facilitates mirroring selected traf?c on a 
radio interface to a packet analyZer (or observer). A system 
according to the technique can accomplish in-depth packet 
analysis using network probes paired with a remote Intru 
sion Detection System (IDS). Filters on the probes can 
reduce overhead. 
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[0010] By embedding the core features of a remote probe 
into the access point, we have an optimal solution for 
network debug. We also have an inexpensive solution for an 
IDS. 

[0011] The proposed system can offer, among other advan 
tages, convenient analysis of captured packets from a remote 
location. These and other advantages of the present inven 
tion will become apparent to those skilled in the art upon a 
reading of the following descriptions and a study of the 
several ?gures of the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Embodiments of the invention are illustrated in the 
?gures. However, the embodiments and are illustrative 
rather than limiting; they provide examples of the invention. 

[0013] FIG. 1 depicts a system including a wireless access 
domain. 

[0014] FIG. 2 depicts a computer system for use in the 
system of FIG. 1. 

[0015] FIG. 3 depicts a ?owchart of a method for mobility 
in a wireless network. 

[0016] FIG. 4 depicts a system for remote monitoring in a 
wireless network. 

[0017] FIG. 5 depicts a system for remote monitoring in a 
wireless network. 

[0018] FIG. 6 depicts a ?owchart of a method for remote 
monitoring in a wireless network. 

DETAILED DESCRIPTION 

[0019] In the following description, several speci?c details 
are presented to provide a thorough understanding of 
embodiments of the invention. One skilled in the relevant art 
will recogniZe, however, that the invention can be practiced 
without one or more of the speci?c details, or in combination 
with other components, etc. In other instances, well-known 
implementations or operations are not shown or described in 
detail to avoid obscuring aspects of various embodiments, of 
the invention. 

[0020] FIG. 1 depicts a system 100 including a wireless 
access domain. The system 100 includes a computer system 
102, a network 104, and a wireless access domain 106. The 
system 100 may or may not include multiple wireless access 
domains. The computer system 102 may be practically any 
type of device that is capable of communicating with a 
communications network, such as, by way of example but 
not limitation, a workstation. The network 104 may be 
practically any type of communications network, such as, by 
way of example but not limitation, the Internet. The term 
“Intemet” as used herein refers to a network of networks 
which uses certain protocols, such as the TCP/IP protocol, 
and possibly other protocols such as the hypertext transfer 
protocol (HTTP) for hypertext markup language (HTML) 
documents that make up the World Wide Web (the web). The 
physical connections of the Internet and the protocols and 
communication procedures of the Internet are well known to 
those of skill in the art. 

[0021] In a non-limiting embodiment, the computer sys 
tem 102 may be running a program such as, by way of 
example but not limitation, ethereal, to decode, by way of 
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example but not limitation, IEEE 802.11 standard packets 
encapsulated in TZSP that are received from the wireless 
access domain 106. In a non-limiting embodiment, the 
computer system 102 is connected to a wireless backbone 
network (not shown), either directly or indirectly through a 
wireless network. 

[0022] In a non-limiting embodiment, the network 104 
provides a Layer 2 path for Layer 3 traffic, preserving IP 
addresses, sessions, and other wired Layer 3 attributes as 
users roam throughout the wireless access domain 106. The 
network may or may not include a wireless backbone 
network, or be connected directly or indirectly to a wireless 
backbone network. Communications between the computer 
system 102 and the wireless access domain 106 are, there 
fore, Layer 3 traf?c tunneled through Layer 2. Advanta 
geously, by tunneling Layer 3 traf?c at Layer 2, users stay 
connected with the same IP address and keep the same 
security and Quality of Service (QoS) policies from the 
wired network while they roam the wireless side. Since 
Layer 3 attributes are maintained, mobile devices that are 
connected to the wireless access domain 106 can retain 
persistent identities. 

[0023] The seven layers of the Open System Interconnec 
tion (OSI) model, of which Layers 2 and 3 are a part, are 
well-known to those of skill in the relevant art, and are, 
therefore, not described herein in any substantial detail. It 
should be noted, however, that Layer 3 is known as the 
“Network Layer” because it provides switching and routing 
technologies, creating logical paths, known as virtual cir 
cuits, for transmitting data from node to node. Routing and 
forwarding are functions of this layer, as well as addressing, 
internetworking, error handling, congestion control and 
packet sequencing. Layer 2 is known as the “Data Link 
Layer” because at Layer 2 data packets are encoded and 
decoded into bits; and Layer 2 furnishes transmission pro 
tocol knowledge and management and handles errors in the 
physical layer, ?ow control and frame synchronization. The 
data link layer is divided into two sublayers: The Media 
Access Control (MAC) layer and the Logical Link Control 
(LLC) layer. The MAC sublayer controls how a computer on 
the network gains access to the data and permission to 
transmit it. The LLC layer controls frame synchronization, 
?ow control, and error checking. 

[0024] In non-limiting embodiments, the wireless access 
domain 106 may be referred to as, by way of example but 
not limitation, a Local Area Network (LAN), virtual LAN 
(VLAN), and/or wireless LAN (WLAN). The wireless 
access domain 106 gives each user a persistent identity that 
can be tracked and managed, no matter where they roam. 
The wireless access domain 106 may have one or more 
associated snoop ?lters, which are described later with 
reference to FIG. 3. In an embodiment, the wireless access 
domain 106 may include one or more radios. 

[0025] In the example of FIG. 1, the wireless access 
domain 106 includes access areas 108-1 to 108-N (herein 
after collectively referred to as access areas 108). The access 
areas 108 have characteristics that depend upon, among 
other things, a radio pro?le. A radio pro?le is a group of 
parameters such as, by way of example but not limitation, 
beacon interval, fragmentation threshold, and security poli 
cies. In an embodiment, the parameters may be con?gurable 
in common across a set of radios in one or more access areas 
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108. In another embodiment, a few parameters, such as the 
radio name and channel number, must be set separately for 
each radio. An example of the implementation of a wireless 
access domain, provided by way of example but not limi 
tation, includes a TrapeZe Networks “identity-aware” Mobil 
ity DomainTM. 

[0026] In the example of FIG. 1, the following elements 
are associated with each of the access areas 108: Wireless 

exchange switches 110-1 to 110-N (hereinafter collectively 
referred to as wireless exchange switches 110), networks 
112-1 to 112-N (hereinafter collectively referred to as net 
works 112), and access points 114-1 to 114-N (hereinafter 
collectively referred to as access points 114). 

[0027] In an embodiment, the wireless exchange switches 
110 swap topology data and client information that details 
each user’s identity, location, authentication state, VLAN 
membership, permissions, roaming history, bandwidth con 
sumption, and/or other attributes assigned by, by way of 
example but not limitation, an Authentication, Authoriza 
tion, and Accounting (AAA) backend (not shown). In an 
embodiment, the wireless exchange switches 110 provide 
forwarding, queuing, tunneling, and/or some security ser 
vices for the information the wireless exchange switches 110 
receive from their associated access points 114. In another 
embodiment, the wireless exchange switches 110 coordi 
nate, provide power to, and/or manage the con?guration of 
the associated access points 114. An implementation of a 
wireless exchange switch, provided by way of example but 
not limitation, includes a TrapeZe Networks Mobility 
ExchangeTM switch. The TrapeZe Networks Mobility 
ExchangeTM switches may, in another implementation, be 
coordinated by means of the TrapeZe Access Point Access 
(TAPA) protocol. 
[0028] In an embodiment, the networks 112 are simply 
wired connections from the wireless exchange switches 110 
to the access points 114. The networks 112 may or may not 
be part of a larger network. In a non-limiting embodiment, 
the networks 112 provides a Layer 2 path for Layer 3 traf?c, 
preserving IP addresses, sessions, and other wired Layer 3 
attributes as users roam throughout the wireless access 

domain 106. Advantageously, by tunneling Layer 3 traf?c at 
Layer 2, users stay connected with the same IP address and 
keep the same security and Quality of Service (QoS) policies 
from the wired network while they roam the wireless side. 

[0029] In a non-limiting embodiment, the access points 
114 are hardware units that act as a communication hub by 
linking wireless mobile 802.11 stations such as PCs to a 
wired backbone network. In an embodiment, the access 
points 114 connect users to other users within the network 
and, in another embodiment, can serve as the point of 
interconnection between a WLAN and a ?xed wire network. 
The number of users and siZe of a network help to determine 
how many access points are desirable for a given imple 
mentation. An implementation of an access point, provided 
by way of example but not limitation, includes a TrapeZe 
Networks Mobility SystemTM Mobility PointTM (MPTM) 
access point. 

[0030] The access points 114 are stations that transmit and 
receive data (and may therefore be referred to as transceiv 
ers) using one or more radio transmitters. For example, an 
access point may have two associated radios, one which is 
con?gured for IEEE 802.11a standard transmissions, and the 
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other Which is con?gured for IEEE 802.11b standard trans 
missions. In a non-limiting embodiment, an access point 
transmits and receives information as radio frequency (RF) 
signals to and from a Wireless client over a 10/100BASE-T 
Ethernet connection. The access points 114 transmit and 
receive information to and from their associated Wireless 
exchange sWitches 110. Connection to a second Wireless 
exchange sWitch provides redundancy. 

[0031] A station, as used herein, may be referred to as a 
device With a media access control (MAC) address and a 
physical layer (PHY) interface to the Wireless medium that 
comply With the IEEE 802.11 standard. As such, in a 
non-limiting embodiment, the access points 114 are stations. 
Similarly, the Wireless client 116 may be implemented as a 
station. In alternative embodiments, a station may comply 
With a different standard than IEEE 802.11, and may have 
different interfaces to a Wireless or other medium. 

[0032] In operation, a Wireless client 116 can roam from 
one of the access areas 108 to another of the access areas 

108. For example, in the example of FIG. 1 the Wireless 
client 116 moves from the access area 108-1 to the access 

area 108-N. In an embodiment, the Wireless client 116 can 
maintain a single IP address and associated data sessions. 
The ability of the Wireless client 116 to roam across the 
access areas 108 While maintaining a single IP address and 
associated data sessions may be referred to as subnet mobil 
ity. Advantageously, the system 100 may be implemented 
using identity-based networking, Which is a technique that 
enforces netWork authorization attributes to the Wireless 
client 116 based on client identity rather than the port or 
device through Which the Wireless client 116 connects to the 
netWork. This technique enables both a single persistent 
login and passport free roaming Which permits the introduc 
tion of services such as voice to a Wireless LAN. 

[0033] FIG. 2 depicts a computer system 200 for use in the 
system 100 (FIG. 1). The computer system 200 may be a 
conventional computer system that can be used as a client 
computer system, such as a Wireless client or a Workstation, 
or a server computer system. The computer system 200 
includes a computer 202, I/O devices 204, and a display 
device 206. The computer 202 includes a processor 208, a 
communications interface 210, memory 212, display con 
troller 214, non-volatile storage 216, and I/O controller 218. 
The computer 202 may be coupled to or include the I/O 
devices 204 and display device 206. 

[0034] The computer 202 interfaces to external systems 
through the communications interface 210, Which may 
include a modem or netWork interface. It Will be appreciated 
that the communications interface 210 can be considered to 
be part of the computer system 200 or a part of the computer 
202. The communications interface 210 can be an analog 
modem, ISDN modem, cable modem, token ring interface, 
satellite transmission interface (e.g. “direct PC”), or other 
interfaces for coupling a computer system to other computer 
systems. 

[0035] The processor 208 may be, for example, a conven 
tional microprocessor such as an Intel Pentium micropro 
cessor or Motorola poWer PC microprocessor. The memory 
212 is coupled to the processor 208 by a bus 220. The 
memory 212 can be Dynamic Random Access Memory 
(DRAM) and can also include Static RAM (SRAM). The 
bus 220 couples the processor 208 to the memory 212, also 
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to the non-volatile storage 216, to the display controller 214, 
and to the I/O controller 218. 

[0036] The I/O devices 204 can include a keyboard, disk 
drives, printers, a scanner, and other input and output 
devices, including a mouse or other pointing device. The 
display controller 214 may control in the conventional 
manner a display on the display device 206, Which can be, 
for example, a cathode ray tube (CRT) or liquid crystal 
display (LCD). The display controller 214 and the I/O 
controller 218 can be implemented With conventional Well 
knoWn technology. 

[0037] The non-volatile storage 216 is often a magnetic 
hard disk, an optical disk, or another form of storage for 
large amounts of data. Some of this data is often Written, by 
a direct memory access process, into memory 212 during 
execution of softWare in the computer 202. One of skill in 
the art Will immediately recogniZe that the terms “machine 
readable medium” or “computer-readable medium” includes 
any type of storage device that is accessible by the processor 
208 and also encompasses a carrier Wave that encodes a data 
signal. 

[0038] The computer system 200 is one example of many 
possible computer systems Which have different architec 
tures. For example, personal computers based on an Intel 
microprocessor often have multiple buses, one of Which can 
be an I/O bus for the peripherals and one that directly 
connects the processor 208 and the memory 212 (often 
referred to as a memory bus). The buses are connected 
together through bridge components that perform any nec 
essary translation due to differing bus protocols. 

[0039] NetWork computers are another type of computer 
system that can be used in conjunction With the teachings 
provided herein. NetWork computers do not usually include 
a hard disk or other mass storage, and the executable 
programs are loaded from a netWork connection into the 
memory 212 for execution by the processor 208. A Web TV 
system, Which is knoWn in the art, is also considered to be 
a computer system, but it may lack some of the features 
shoWn in FIG. 2, such as certain input or output devices. A 
typical computer system Will usually include at least a 
processor, memory, and a bus coupling the memory to the 
processor. 

[0040] In addition, the computer system 200 is controlled 
by operating system softWare Which includes a ?le manage 
ment system, such as a disk operating system, Which is part 
of the operating system softWare. One example of operating 
system softWare With its associated ?le management system 
softWare is the family of operating systems knoWn as 
Windows@ from Microsoft Corporation of Redmond, 
Wash., and their associated ?le management systems. 
Another example of operating system softWare With its 
associated ?le management system softWare is the Linux 
operating system and its associated ?le management system. 
The ?le management system is typically stored in the 
non-volatile storage 216 and causes the processor 208 to 
execute the various acts required by the operating system to 
input and output data and to store data in memory, including 
storing ?les on the non-volatile storage 216. 

[0041] Some portions of the detailed description are pre 
sented in terms of algorithms and symbolic representations 
of operations on data bits Within a computer memory. These 










